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CHAPTER 1 
 
 
 
 
INTRODUCTION 
 
 
 
 
1.1 A Review of Wireless Sensor Network 
 
 
Wireless Sensor Network is a set of large number of sensors which provide a 
smart environment surrounding us, the sensors respond to its particular sensing 
characteristic changes around them and send the information to centre of processing 
unit. SmartDust program which is sponsored by DARPA defined sensor networks as: 
 
“A sensor network is a deployment of massive numbers of small, 
inexpensive, self-powered devices that can sense, compute and 
communicate with other devices for the purpose of gathering local 
information to make global  decisions about a physical 
environment.” (Olariu, 2006) 
 
Sensor is a device which is very small, using low power to process or compute, 
use within short range of distance, got energy budget (battery) and got micro-sensor 
technology. Usually, it is link by wireless medium such as radio, infrared, ultrasound, 
laser and many more but the most popular medium is radio because it can operate 
without line of sight (LOS). Types of sensor are pressure sensor, temperature sensor, 
humidity sensor, seismic sensor, light sensor, chemical sensor and many more. 
WSN was initially developed for military and disaster rescue purposes but 
because the availability of ISM band (2.4 GHz), the technology are now emerging in 
public applications.  
The salient features in Wireless Sensor Network makes it different from other 
network (self-organize, low power, self configure, wireless, infrastructure-less). 
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Therefore, WSN design must encounter these features in order to provide a reliable 
network. One more thing to be considered is the fact that WSN are prone to failure 
and malicious user attack. This is because any device within the frequency range can 
get access to the data. So, we need a secure way to protect the network. Wireless 
communication only affects the physical, data link and network layers of the OSI 
layer. 
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Figure 1.1: Open System Interconnection Layer 
 
 
 
 
1.2 Statement of the Problems 
 
 
Security attacks are consists of passive attacks and active attacks (William, 
2003).  When there is an observer who trying to obtain any information being 
transmitted, it is considered passive attack. Eavesdropping or monitoring of 
transmission is an example of passive attacks. When there is an attack to modify the 
data stream, it is considered an active attack such as denial of services. 
In order to achieve secure routing in WSN, the frequencies used need to be 
change within a short period of time. If there is any malicious node trying to send 
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information or retrieve information inside the WSN, the attempt can be prevent if the 
node can’t detect the frequencies that changes very quickly. Therefore, by using 
frequency hopping, we can prevent any intruder to reach the frequency. Thus, 
ping will secured the network.  
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There are many kinds of security mechanism exists. The most common 
mechanism is encryption techniques (William, 2003). The techniques require security 
keys in the algorithm which consume the memory storage space inside the device. So, 
in wireless sensor network which aims to use as minimal 
ergy, frequency hopping techniques was chosen.  
In order to know the performance of the system, the throughput at destination 
was analyzed. Source and malicious node are sending the same amount of packets to 
the same destination. The throughput before the used of frequency hopping is 
examine first and then, the throughput after the used of frequency hopping is 
compared. After that, throughput from sou
 network performance can be seen. 
In short, the objectives of this project are: 
• To develop security in Wireless Sensor Network using frequency hopping method, 
To analyz
hopping. 
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The simulation environment and testing parameter are based on Wireless 
Sensor Network according to IEEE 802.15.4 standard. 25 nodes are created in NS2 
which runs on Linux Operating System. The nodes are assumed to be static and no 
hidden nodes between each other (all nodes within the signal range of the network). 
The security is base on frequency that hops randomly and the frequency is set during 
 4
routing at Network layer. The frequency hopping algorithm was programmed using 
C++ and inserted into AODV functions, while the WSN environment was 
programmed using TCL. Then, analysis of the trace files were done by using AWK 
programming. Simulations of the nodes are automatically demonstrated using NAM 
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.6 Thesis Outline 
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which has been set inside the TCL programming. 
 
 
 
  
1.5 Importa
 
 
Wireless Sensor Network is categorized in IEEE 802.15.4 task group which is 
in Low Rate Wireless Personal Area Network. The standard was just released in 2003 
and the up grade version was released in 2006. Since this is a new research area, there 
are lots of arguments to be discussed and solved such as power consumption because 
the sensors depends on battery which only remains for a short period of time, 
topology because sensors can be static or mobile; and the topology is ever changing 
not only because of sensor mobility but also because of sleep-and-wake cycles of the 
sensors, bandwidth because usable bandwidth in WSN are limited compared to wired 
network, contribute by multi-path fading, noise and interference; and security because 
wireless is too vulnerable whether to insider user or outsider users attack. T
topic of discussion (security) is chosen to be fo
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The thesis consists of five chapters which include Introduction; Reviews of 
System; The Flow Process of Project; Results, Analysis and Discussion and finally 
Conclusion and Proposed Future Works. Besides these, there are preliminary pages 
which help the reader to understand the whole thesis outline such as table of contents 
and the listing of table, figures, abbreviations and appendices. There are also 
additional pages (appendices) at the end after the list 
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Chapter 1 describes Wireless Sensor Network in general and then follows by 
problem statements, the project’s objectives, the scopes which guide the project 
boundary, the importance of the study and finally the whole thesis outline. 
Chapter 2 elaborates the ideas from Chapter 1 in more details. This chapter 
was written based on various readings from IEEE website, journals, books and also 
the internet. All the references can be found at the list of References after the final 
chapter. 
Chapter 3 explains the process of the whole project from installing the 
operating system until testing procedure and testing process. 
Chapter 4 shows the results of simulation and testing in NS2 and NAM. There 
are animation captures in NAM and analysis results of the trace files. 
The final chapter, Chapter 5 summarized the work that has been done and two 
proposals of future works that can be developed to enrich the test bed environment. 
 
 
 
 
 
 
 
 
